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Private Cloud with 99.99% (Four Nine) Guarantee
Medicat has partnered with TierPoint to provide the only Private Cloud Hosted Solution for College
Health that offers a Four Nine Uptime Guarantee as part of the Service Level Agreement (SLA). This
document will explain why that investment is important to you and why it is critical to the security
of your students’ electronic Patient Health Information (ePHI).
Private Cloud is like public cloud in offering scalability and self-service, but it does so through
proprietary architecture. Unlike public clouds, which deliver services to many organizations, and
share a computing infrastructure across different users, business units, or businesses, a private
cloud is a privately provisioned data center at the hosting facility with the following characteristics:
• Built to the specifications of a single organization
• Dedicated to a single organization
• Designed for protection and privacy of client ePHI
• Firewall protecting a limited number of clients
• One database per client; no shared data
• Direct control over client data

Service Level Agreement
A Service Level Agreement (SLA) is a contract between a service provider (EHR Vendor) and the end
user (Client) that defines the level of service expected from the service provider.
One of the levels of service is “system uptime,” which is a measure of the time each month the
computer system will be available for use. Uptime is measured in percentages, specifically using the
“Nine” system. The more nines in the guarantee, the more uptime, and as a result, fewer minutes
or hours of potential “downtime.”
• 99.00% availability = 7+ hours of unplanned downtime/month
• 99.90% availability = 43.8 minutes of downtime/month
• 99.99% availability = 4.38 minutes of downtime/month
Medicat has invested in the appropriate private cloud infrastructure to achieve a Four Nine
Availability Guarantee. Most EHR companies do not offer a guarantee at all, or provide only a three
nine (99.9%) guarantee. Imagine not having access to your patient records for nearly an hour on
Monday morning! On the other hand, waiting a little over four minutes to resume use of your
system is manageable.
Medicat’s Private Cloud Hosted Solution has not been down in nearly two years.

Uptime Institutes Tier III Certification
The Uptime Institute has created a four-tier ranking system as a benchmark for determining the
reliability of a data center. This proprietary rating system is based on the amount of system uptime
guaranteed, and starts at a Tier I ranking which is used by companies that can afford to be down
many hours each month. The top ranking is Tier IV, and required by government agencies, financial
markets, and NASA, which cannot afford to be down at all.
 Medicat, LLC

www.medicat.com

3

Tier III certified data centers are utilized by larger businesses and are chosen for their uptime and
redundancy measures, which include:
• 99.982% uptime (Tier III Uptime)
• No more than 1.6 hours of downtime per year
• N+1 fault tolerant providing at least 72-hour power outage protection
N+1 Redundancy means that the facility has what is required to operate, plus a backup. The “N”
represents what is required for a cloud facility to operate. The backup, or redundancy, can include
items like power feeds, diverse network paths, UPS, and diesel generators, and is defined as the
duplication of critical components or functions of a system with the intention of increasing
reliability of the system.

Four Nine Availability Standards
How did Medicat take a secure TierPoint Private Cloud (99.982% uptime) data center and improve
on that in order to offer the Four Nine Availability Standard (99.99% uptime) in our SLA? By
investing in two key areas:
• First, the intentional design of our Private Cloud within the TierPoint Research Triangle Park
(RTP) facility to a Fault Tolerant, High Availability 2(N+1) standard. There are two fully
duplicated and independent Medicat data centers, each with N+1 Fault Tolerant, solid state
hardware enabling stateful (real time) internal failover of all SAN and network components.
• Second, the creation of a pre-built Warm Standby Disaster Recovery site at a comparable
TierPoint facility in Chicago, Illinois, which creates geographic redundancy.
The Warm Standby Disaster Recovery site continuously receives and archives client data from the
RTP site. Should a catastrophic, non-recoverable event disable the TierPoint facility in RTP (e.g.,
direct hit by a large tornado), Medicat would bring up the Warm Standby site in Chicago, and users
could resume their work with only a brief interruption.
This “brief interruption” is measured in Recovery Time Objective (RTO) and Recovery Point
Objective (RPO). RTO measures the time it takes for the system to resume functioning, and RPO
measures the amount of time elapsed since the last backup of data.
Medicat’s defined RTO and RPO guarantees:
• A Localized event at the RTP facility that requires failover to the secondary N+1 Data Center:
o RTO: 3 minutes
o RPO: 15 seconds
• A Geographic event that requires failover to the Warm Standby Disaster Recover Data
Center in Chicago:
o RTO: 1 hour
o RPO: 15 minutes

SOC Certifications
Service Organization Control (SOC) reports—created by the American Institute of Certified Public
Accountants (AICPA)—are internal control reports on the offerings furnished by a service
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organization, which provide important information for users to appraise the risks involved with an
outsourced service. Performed by an independent third party, these reports are essential for
service providers to build trust with clients.
Certifications and Examinations showing compliance with Federal and Industry Standards around
security, processes, and procedures are also required to achieve high availability standards.
TierPoint is audited annually under HIPAA, PCI DSS, Type 2 SOC 1, Type 2 SOC 2, and SOC 3
standards. Medicat is audited annually under Type 2 SOC 2 + HITRUST CSF and SOC 3 standards,
which includes HIPAA.
A company that has successfully completed Type 2 SOC 2 Examination has certified that its system
is designed to keep its clients’ sensitive data secure over time. When it comes to the cloud and
related IT services, such performance and reliability is essential, and is being required more often by
regulators, examiners, and auditors.

Summary
When considering an EHR vendor offering a cloud hosted solution, there are many parts that make
the whole, and weighing those against your IT departments’ risk tolerance is critical in choosing an
EHR partner. Medicat’s Private Cloud Hosted solution was built knowing we would have to pass the
most rigorous security testing by the IT departments of every college and university in the country.
Accordingly, Medicat has passed those tests by every college and university that has considered
Medicat, numbering well over 200.
Medicat’s investment in the Private Cloud Hosted solution with a Four Nine Guarantee is arguably
the most secure hosted solution in college health today. A comparison with any other EHR Hosted
Solution will quickly demonstrate the security advantages provided in Medicat’s solution.
The trust that the college health market places in Medicat has been demonstrated in the market
choice over the past decade. Medicat has grown from 70 college health clients in 2005 to over 450
college health clients in 2017. Medicat sees the evolution of College Health EHR moving toward a
Campus-wide Student Success System meeting the needs of various clinics and departments across
campus with dashboard reporting to inform protocols for student retention and success.
To meet this growing demand, Medicat believes it starts with the most secure Private Cloud Hosted
Solution available, which supports an extremely robust, intuitive, and easy to use Patient Health
Management System. This investment confirms Medicat’s continued commitment to the success of
our college health clients as they seek to meet the ever-increasing needs of their students.

Medicat TierPoint Private Cloud Infrastructure IT Review
Medicat TierPoint RTP Data Centers:
• Fault Tolerant, High Availability 2N Standard
• 2 identical N+1 systems: one for Production, one on Standby
• Synchronous (real time) replication of data
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•
•

o Synchronous replication is typically used to provide high availability of critical
applications. In this scenario, failover from the primary to secondary array is nearly
instantaneous, to ensure little to no application downtime.
RTO: 3 minutes
RPO: 15 seconds

Medicat TierPoint Chicago Warm Standby Disaster Recovery Data Center:
• “Warm Site” – Pre-staged for Production
• Asynchronous Replication every 15 minutes
• RTO: 1 hour
• RPO: 15 minutes
Medicat’s Hosted Systems Management:
• Microsoft Operating Systems
• Regularly Scheduled Maintenance Windows to Deploy Patches & Updates
• No Maintenance Downtime
• Monitor Latest Updates on Patch Threats & Vulnerabilities
• Firewall IPS & Antivirus Gateway Checking
• Real Time Server Antivirus Checking
• Secured System Privileges
• Audited activities in Front and Behind Firewall.
• 24/7/365 Security Operations Center
• SIEM - Security Incident Event Management
Medicat’s Hosted Technology:
• Data Security:
o Client data in silos, never co-mingled in a database with other clients
o Data encrypted at rest and in transit
o PHI or software never sent/saved to local devices
• Granular Permissions & Full Auditing
• Security Incident Event Management
• 24/7 Alerts on Unauthorized Attempts
• Login Authentication & Security
• Protected File System
• Remote Desktop Protocol (RDP) Encryption
o Terminal Services vs. Web-Based Authentication
• Medicat Patient Portal (MPP) is audited for security and vulnerability testing by
SecureWorks
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•
•

Enable IP™ available - purchased separately
o Restrict Access to Designated IPs & Users
Dual Factor Authentication available – purchased separately

Medicat’s Hosting Capacity:
• Scalable 2N Architecture
• Production SAN Storage
• 100% Solid State Storage Arrays
• Performance Improves as Storage Expands
• “Plug & Play” Hot Expansion
• Medicat’s Private Cloud Data center can host every Student Health Center in the nation
• VersaStack by Cisco and IBM
VersaStack: Jointly developed by IBM and Cisco, enabling enterprises to easily and cost-effectively
scale computer, network and storage capacity as needed.
• Cisco Unified Computing System™
• Cisco UCS® integrated infrastructure
• Cisco UCS servers
• Cisco Nexus® and MDS switches
• Cisco UCS Director management software
• IBM software-defined storage
VersaStack offers many benefits which are passed on to our clients:
• Up to 83 percent reduction in design, deployment and management overhead through use
of repeatable, consistent processes and templates across standardized infrastructure and
management
• Lower total cost of ownership based on simplified architecture and validated design that
helps reduce deployment time, increase asset utilization and decrease capital and operating
expenses
• Up to 49 percent reduction in power and cooling costs and up to 78 percent reduction in
cabling
• Rapid scalability of the platform through infrastructure automation and a simplified,
validated architecture
Medicat Partners: TierPoint, Cisco, IBM, Microsoft
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